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Whoam I?

* Maria Edblom Tauson

e Working with IT security for many, many years
* Long history at Umea university CSIRT

* Now working for SUNET — the Swedish NREN

 Crisis exercises for Géant and for SUNET
(and everything else you do in a CERT team)

e Task lead for the Géant WP8 T2 — Human Factor
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GN5-2 and beyond: WP8 focus areas (2025 — 2027)

Security Management The Human Factor
Bootcamps Security.Days
Security baseline Awareness month
Peer review / audit Crisis Training/workshop/exercise

Security Tooling Cyber Threat Intelligence
FoD and NeMo (DDos protection) CTl sharing
eduVPN Trend reports
Protective DNS External Feeds

GN5-2 (30 M)
2025 -2027
240 PM/year

GN5-3 (30 M?)
2027 - 2029?
?? PM/year

Security Innovation Lab
Incubator
Testbed for security tools

Research
Securing High Speed Networks




CONNECT

ONLINE

2&3
DECEMBER 2025

)

MISP

Threat Sharin

Article @ccass

statistics
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Agenda

What is a Crisis?

s

Crisis Management Plans

How do we Prepare for a Crisis? Crisis Communication

Crisis Exercises

-

How do we Handle a Crisis?

=

Crisis Exercise

55

¥® Debriefing

f<. How to run your own Workshop
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What is a Cr




Elements of a Crisis
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Challenges during a Crisis

Crisis Identification & Detection and Response Time
Response Prioritization

Operational & Resource Allocation and Role Definition
GCECELCERVELE U Maintaining Operations

Communication & Internal and External Communication
Coordination Public Relations

Legal and Regulatory Compliance

Compliance &
Recovery

Stress Management

Post-Incident Recovery
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Reactions to a Crisis
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Making Crisis Management easier

Crisis Management Plan

Guidance Roles & Responsibilities, Communication Methods, Processes

Scenarios Consider realistic scenarios. Can normal operations continue?

J

(] i M . . ? ? ? ~
Affected Parties Which people are affected during the cr|5|s.. Intcernally. Externally? Who
is needed to resolve the incident?

J

How much money is needed to restore operations? Overtime?

Costs Purchases?

Compliance Can we comply with laws and agreements when everything is on hold?

What will the world think of us? Are we helpless victims or heroes
rushing to action?

Reputation

Aftercare Don't forget to plan for "aftercare"!
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Crisis Management Team

Chairperson

Secretary /

Coordinator Information Keeper

Communications
(Internal /
External)

Head of
NOC/CERT

Legal / DPO Head of Services
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How do we Handle a Crisis?
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Decision Making Tool, Iterative Method

7

What do we know?

What do we expect?

What are the most urgent problems?

What options do we have?

What are the consequences?
How do we communicate?

\U

[ Pick your options, monitor and evaluate them




\ u 15 | GEANT.ORG
1

Crisis Communication Respect the Order of Communication

* Employees - Once you communicate to employees,
e®e |+ Stakeholders you should also inform the other
E parties as soon as possible.

* Partners o ST :

After all, it is an illusion to think that

* Customers employees will treat information

e Press confidentially.

« Data protection authority - In other words, the information will

leak quickly to the outside world.
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Crisis Communication Define the Messages

® Prepare an ‘on hold’ message.
il

Communicate the following elements:
* We know: we know what happened.

« We do: we are now working on the following issues; we are working
on a solution.

We care: we take this very seriously; we are empathetic.

We are sorry: we regret the crisis; we apologize.
We'll be back: we say when we will release more info.
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Exercises

Simulation of an emergency situation
ﬁ Validate preparedness and procedures
Practice roles and mandates

Testing crisis management plans
Testing tools

Input for future development

Self awareness - my reaction to stressful situations
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Debriefing after an exercise

 What went really well?
* Did you have any problems?

 Didyou get new ideas?



CLAW

e Since 2017: Yearly Crisis Management Workshop organized in Géant WP8
project.

* For NRENs interested in improving crisis management preparedness and
planning
 Two-day event:

* Training sessions addressing different facets of crisis management

* Sharing experiences and knowledge between representatives from
different NRENs through presentations and working dinners.

e A crisis management exercise at the end of the event to test the
participants’ newly acquired skills.

Next in-person event in December 2025
CLAW online - PAW

e Since 2023: An online version of CLAW for people who were not able to join in
person

20
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PAW
1 A 2 A
Organise online version of Make CLAW materials more
crisis management workshop easily reuseable
\ J \ J

e Simplified PowerPoint adaption of CLAW online
 Based on the CLAW 2024 Barcelona scenario

* Designed to be easily reused
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How to run this Exercise — What We Offer

e Three PowerPoint slide decks

Basics of Crisis Management Training Guilder World-Building

gmc[/er § (')'nz'(/w 'az'c/fe
. C

War v aivedy Wi & D8 sDOUL Sess WhOH shwirys COMes Surey) 8 O And I8 poniant N we wnd
VWhan facnd with Sweats, whewr €5 3 590 in the wikd or 2 raneomware sftack on owr (T ¥ T, 0w Bk

by ragne wywem
Fom Bhe shualion by kuming off Bar phone, thut down Slack o Svolding omals. This svokdance can)

St | Guilder Gardez

+ N B eaction. VA Secome Pacive and Iy 10 remee Unatiosd For nstance. Qung @
0 s e 30 posaltie, hoping of congriasion
e yon aland Yotaly slil when you see T boer and Pogo | doow ] fetice you

Crisis Exercise

Crisis Exercise
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How to run this Exercise — What We Offer

<- Exercise Leader Crisis Response Plan
= = Instructions = s

Rl 0 Datw b 0 Dwbe
Overview

Provicle & high-level plan for responding 1o a crigis. What ane the
risks and possible impacts ? Who is doing what, why and in which
order? hie hene piolocols of phobedures 1hal must be Tollowed?
What ks the intermial and extemal commanication strategy and does
Guilder Ga rdez everyone have access 1o relevant information?

This Crisis Response Plan is just a template to help you get started.
Adagt and change a3 necesEary.

Make sure to document curing the crisis. What happened wisen and
what ovd you do about iTF

PowerPoint Crisis Management Exercise

Do we have a crisis?

Uit e o b Ll T oy o6 s RS o D VT o b (T ]
ertadares o wtevteg B Cone Maragemsm Fln?

¥ yons e e DaarCine Leader rurming Dy Crisn Maragement Esertine, yin will feed 30 read D
QoCurment Beforenand, 36 you e Lamiiar with the Kenar 3nd the WO EINUCTIONS elow Four Aole
il e 10 uten 10 the fewdbisck Srom the partcipants during the eweece snd progren the preventation
forward

Gritaria for activating the Crisis Management Pian

Before e eeartise Degins, the PAW Sagrs with 3 traning sesuon on the Bascs of cries management

A3 a0 exorcne leadier, you won't Rave any reponubiities during She fint howr. ® Lt of crterun for sctrvastrg the Craa Marageet Flan

v o3 wchedvie
o siny e
1300 Mo Baner of Lras Momagement
Pt evarpone o brash out raomy
"oe u» tradction of vy 4 pout team. (hach Seudohare ot
(LEL un A i g e e
1w s Br b (Ve (e ey o Sk g S
s 1900 O e Wheie Sck - evmrybody 1tarth the smest e bave!
%o e Do g wrvacher
wes nw Cwtrrer & Vi 80 poevade TRy warh s 13 Conetmmeny

Procedures Tor managing the erisis
®  Lint of ngscific: procedunes Bt mt B Eslowsd Suring e crisi
s

Risk analysis

Mg gorn b ity e wrcdeeitisrad ey vl volved, 1 T poasible i groritue e ke e
L el i A

Crisis Response
Plan Template -> gD
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How to run this Exercise — What You Need to...

... have ... do

Storage Space (approx. 4GB) * Read through the exercise
leader instructions

PowerPoint reader
 Translate the materials?

People to run the workshop
* Be creative —you can add your

owh details

Group of participants

e Approx. group(s) of 8 people
(but less or more works)

Download link: https://geant.box.com/s/8394pr36blsvsqr804y4nogxxo66sucv
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iGracias!

Maria Edblom Tauson — tauson@sunet.se

WWwWWw.geant.or, .
° ° © 2025 GEANT Association on behalf of the GN5-2 Project. All rights reserved.

Co-funded by . . . . )
the European Union This project has received funding from the European Union’s

Horizon Europe research and innovation programme.




	Slide 1
	Slide 2: Who am I?
	Slide 3: GN5-2 and beyond: WP8 focus areas (2025 – 2027)
	Slide 4
	Slide 5: Agenda
	Slide 6: What is a Crisis?
	Slide 7: Elements of a Crisis
	Slide 8: Challenges during a Crisis
	Slide 9: Reactions to a Crisis
	Slide 10: How do we Prepare for a Crisis?
	Slide 11: Making Crisis Management easier 
	Slide 12: Crisis Management Team
	Slide 13: How do we Handle a Crisis?
	Slide 14: Decision Making Tool, Iterative Method
	Slide 15: Crisis Communication Respect the Order of Communication
	Slide 16: Crisis Communication Define the Messages
	Slide 17
	Slide 18: Exercises
	Slide 19: Debriefing after an exercise
	Slide 20: CLAW
	Slide 21: PAW
	Slide 22: How to run this Exercise – What We Offer
	Slide 23: How to run this Exercise – What We Offer
	Slide 24: How to run this Exercise – What You Need to…
	Slide 25

