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Aplicando compliance a los
dispositivos a traves de los
equipos de infraestructura

Roberto Lopez — SE Team Lead Centro
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GUEST ACCESS CHECK

FORTINAC

This video has been made by Roberto Lopez (Fortinet Team Lead SE, NSE7, lopezr@fortinet.com ) for demo

purposing only. It’s not intended for any other purpose and as example, it’s not guarantee that the output or
functions depicted in this video, don’t change with the release of new versions.
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=:RTINET
FortiSwitch — Network Access Control (NAC)

= FG-ERM-01

FortiSwitch Network Access Control oo

% Create NAC Policy
b Network >
* Politicas de NAC en los switch que comprueba que el B, Policy & Objects > Name
dispositivo cumple un criterio: 0 Sone | s © Disbid
LDispositivo (MAC, Vendor, Family, Operating System, = 2 vesaicin > =7 B s
User) = Conroter | @ o
. Managed FortiAPs Device Patterns (2

Dusuarlo' WiFi Clients

Category  Device User | EMStag  FortiVioice tag BRUNE 018G

D E MS Tag Wik Maps Match Severity is at least

. . S51Ds
DFOrtIVIOce Tag Operation Profiles
DVUInerabiIidad CDnnec_ﬁurwpmﬁleg Switch Controller Action &
Protection Profiles Acsizn VLAN >
WiFi Settings Bounce port O
Fortilink Interface sign device to dynamic address(:

» Si un dispositivo cumple la regla, se le asigna una VLAN orageForisactes @ | | e
especifica en el FortiSwitch o se le aplican parametros FortiSwitch Clients Wireless Controller Actior
especificos a el puerto al que esta conectado e e

* NAC viene incluido con todos los FortiSwitch gestionados ortSuitch Port Pl

-
por el Fortigate, por defecto.
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=:RTINET
FortiAP — Network Access Control (NAC)

= FG-ERM-01

FortiAP Network Access Control @ Dasboor

% Create NAC Policy
b Network >
* Politicas de NAC en los AP, por SSID que comprueba B, Poiicy & Objects > Name
que el dispositivo cumple un criterio: S ES © Dissbled
ODispositivo (MAC, Vendor, Family, Operating System, & vesamcen > > Bllw
Use r) - EE:: iﬁ:’r‘itch o - Description A oses
D UsuariO. ::;:iaiﬁ:;zr‘tiﬁs. Device Patterns (2

Category  Device User | EMStag  FortiVioice tag BRUNE 018G

D E MS Tag Wik Maps Match Severity is at least

=y gn 5SIDs
DFOrtIVIOce Tag Operation Profiles
DVUInerabiIidad EDH:E:_ﬁUI.:FP:ﬁleg Switch Controller Action @&
‘u"‘:lliei;g; = Assign VLAN i |
Bounce port O
. . g . FortiLink Interface Assign device to dynamic address(Z) (P
* Si un dispositivo cumple la regla, se le asigna una VLAN Managed Fortiswitches @
espeCifi Ca en el Fort| AP FortiSwitch Clients Wireless Controller Action
. ] ] ] ] FortiSwitch VLANs AssignVLAN OB
* NAC viene incluido con todos los FortiAP gestionados FortiSwitch Ports
por el Fortigate, por defecto. FortiSwitch Port Policies

MNAC Policies Tr
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This video has been made by Roberto Lopez (Fortinet Team Lead SE, NSE7, lopezr@fortinet.com ) for demo

purposing only. It’s not intended for any other purpose and as example, it’s not guarantee that the output or
functions depicted in this video, don’t change with the release of new versions.
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